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SEVEN STATES POWER

Vision and Mission

» Energy solutions cooperative

» 100% owned and operated by 153 power utilities
across seven states in the Tennessee Valley

» Vision: Leverage innovative technology to design,
develop and deploy solutions for our member
utilities

» Mission: Empower member utilities to meet
consumer demand for renewable energy in an
evolving marketplace
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DESIGN, DEVELOP, DEPLOY

Focus Areas

Design Innovative  Develop Best Pricing Deploy Technology
Solutions through through Strategic with Sustainable
Collaborative Research Partnerships Revenue Streams
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Reduce Cyber Risk
Operationalizing Threat Intelligence

INTUITIVE®, IT'S...INTUITIVE®, and our lighthouse logo are all Registered
Trademarks of Intuitive Research and Technology Corporation.
© 2021 Intuitive Research and Technology Corporation. All Rights Reserved.



INTUITIVE'

Threat Intelligence - Finding Signal in the Noise
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Operationalizing Threat Intelligence -Use Case
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Next Generation Threat Detection
Automated Insights & Forecasting Unusual Behavior

Identifying the Off-Nominal

« DECIDE provides forecasting
based on observed behavior
over time

» Exceptions are identified when
behavior exceeds threshold

* These exceptions create alerts
and are investigated

» Threats are mitigated through
direct defensive action or
configuration changes

« DECIDE Platform then gives
security engineers an
environment to develop and
deploy responses

Machine Learning use case “Recipes™: .0

Elasticsearch query, =3 “ D E ( I D E

Detectors (fields + anomaly type),
candidate Influencers, .

Investigative dashboard links PLATFORM

Machine Learning Jobs
aka "Algorithmic Assistants”

Kibana
W] Viualizaions

anomaly
details

X-Pack
Alerting

Model instantiation,

baseline modeling, Resulls in

anomaly detection, Elasticsearc
anomaly scoring, and mlvanomalies-'
influencer identification Indices

promaly || [=" "% pnomaly
Detection Detected Results \
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Elasticsearch
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INTUITIVE'

Interactive
Threat Hunting

Ongoing Threat
Monitoring

Save time. Save money. Stay ahead of cyber adversaries.



Seven States Webinar:
How to Reduce Cyber Risk

March 23, 2022



Cyber Security at Huntsville Utilities— brief description

Huntsville Utilities adopted the NIST Cyber Security Framework in early
2014, soon after it was published

Worked through several workshops (both with partners and on our own)
refining our maturity levels, goals and milestones

Active in local Cyber Security meetings and events
Somewhat regular reviews of our Cyber Security programs and initiatives

Third party Pentesting, security assessments of existing and new
programs and systems



Cyber related team

Information Security Manager, Network Security Analyst
(dedicated to Security tasks)

Network team (2), Admins (2), team of Analysts
(part time Security tasks and responsibilities)

Technical Services Director (+/- 50% security related)
Risk Assessment Analyst (under General Counsel)

(also part time Security tasks)

« Now conducting cyber reviews for ALL IT projects prior to approval



We need help !!

Day to day, normal security tasks (updates, config, web and email security)
720 users, 700+ servers, workstations, 400+ mobile devices
* Multiple networks and business systems
* Monitor and respond to alerts and log events, etc...

Evaluate and perform triage as needed for multiple threat feeds, including
« US CERT,
 CISA/DHS
 MS-ISAC, Water ISAC, DNG ISAC, Electric ISAC, MS-ISAC,
« FBl/Infragard and others...

We had a goal of finding a partner for continuous monitoring of our networks
and systems




ntuitive Research - Pilot Proiect
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Began a Pilot Project in April 2021 with Intuitive, designed to ingest our
logs, correlate with threat feeds and provide custom detection rules

As part of this project, we wanted to provide both FBI and NDCA feeds of
our firewall logs, as both had come to us asking if we could share this
information for joint projects they were considering

Initially- just sent firewall logs, syslogs and public website logs. Soon we
added Office 365 connector to add these logs as well

By August, we were developing a contract to continue this engagement
with Intuitive, as we were seeing more benefits



a

tuitive Research Pr oject

Continue to enhance and increase the breadth of information we are
sharing into this new system while we reduce our internal needs and
products required for visibility into our systems and network

* Windows Defender / Microsoft ATP logs and alerts

 Endgame — endpoint protection
(we were able to replace McAfee subscription with these 2 products)

Continue to scale up for more logs and better performance

Intuitive providing multiple KPI/ scoresheets, dashboards and custom
alerts based on input and observed network activities

Next Step — SCADA systems and logs



ntuitive Research — Earlv/ \Wins

Successful phishing attempt gathered one users’ credentials, followed by
multiple additional phishing attempts using his email account
* [ntuitive able to immediately assist us with reconnaissance and
confirm the location/actor originating these attempts, and assist us in
blocking further exposure of user accounts and/or systems.

See near instant alerts on any users outside US trying to connect to our
0365 instance

Several instances of foreign entities trying to access our systems from
countries we thought we already blocked (better GEO referencing of IP
addresses through multiple sources)



_Examples - suspicious activity report

Detection Rule: Secure Shell to the Internet

Description: This rule detects network events that may indicate the use of SSH traffic to the Internet. SSH is
commonly used by system administrators to remotely control a system using the command line shell. If it is
exposed to the Internet, it should be done with strong security controls as it is frequently targeted and
exploited by threat actors as an initial access or back-door vector.

Does any traffic listed above fit the following descriptions?
¢SSH connections may be made directly to Internet destinations in order to access Linux cloud server
instances. Such connections are usually made, only by engineers. In such cases, only SSH gateways,
bastions or jump servers may be expected Internet destinations and can be exempted from this rule.
¢SSH may be required by some workflows such as remote access and support for specialized
software products and servers. Such workflows are usually known and not unexpected.
eUsage that is unfamiliar to server or network owners can be unexpected and suspicious.

Source IPs

Source IP Whitelist Notes (optional)
111.111.111.111 ]
222.22.2.20 ]

101.33.333.59 ]
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Utilities
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Each table also may be exported by selecting the three dots, select “Inspect”, then choose a Raw or Formatted format to download a local copy of the table's results.
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Feed and Indicator Selector [Filebeat Threat intel]

eed Hame %, Indicator Provider

Total Indicators [Filebeat Threat intel] Total Indicators per Dataset [Filebeat Threat intel] Indicator Type per Dataset [Filsbeat Threat intel]
threatintel.abusamal ematware
abuseur

LR tintel abu. i
threatintel. mabwarel threatintel. makwarebazaar
threatintel.otx threatintel.otx

14,363

Total I

Indicator Tag Cloud [Fllebeat Threat intel] Total Indicators per Provider [Filebeat Threat intel]

Total Indicators per Type [Fllebeat Threat Intel]

e 9,319

Count

Iindicator TLP [Filebeat Threat intel] Indicator Ingest Timeline per Type [Filebeat Threat Intel]

Indicator Ingest Timeline per Dataset [Fllebeat Threat Intel]
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/5 4 Detections
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Endpoint Status

65 Active

88 22 Inactive

Total 1 Unmonitored
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Alert Details

Detected Malicious File

Endgame MalwareScore® detected the delj
on JCEASOR-SURF (172.16.5.51) on Nov 1

uTC.

Overview
—

Alert

Alert Type

Event Type

Status

Assigned To

Severity

Date Created

Date Indexed

MalwareScore®

File Name

File Status

File Type

Download Alert

Download Timeline

Resolve

Dismiss

Start Investigation

Izolate Host

Malicious File Download Eile

Deletion Delete File

Open Add to Exceptionlist
Unassigned

High

Nov 17,2021 5:10:56 PM UTC

Nov 17,2021 5:11:29 PMUTC

99.46

TooltabExtension.dll

Quarantine Failed

Executable

RESOLVER

Threats

explorer.exe

msedge.exe
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Todd McCarter
Director, Cybersecurity Engagement

March 23, 2022




TVA CSOC Journey

Cybersecurity Operations Center

Present: 24/7 in-house
monitoring and response.

2013-2014: Transition to in-house
security monitoring. Acquisition and
deployment of a Security Incident Event
Management System (SIEM) allows
2011: Major investment in TVA to quickly identify malicious or
monitoring and incident unusual behavior and perform further
response. New personnel, analysis/response activities.
capabilities, and tools added to

improve monitoring and

response capabilities

Pre-2011: Heavy reliance on

outside sources for Incident

monitoring.
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TVAC CSOC Functional Chart
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TVA MSSP Experience

Pros Cons
* 24/7 monitoring * “Out of the box” tuning
« 24/7 alerting » False positives
« MSSP resource onsite * Did not understand TVA'’s unique architecture
* Responsible for finding staff » Lack of visibility on OT
» Services offered—training and awareness, threat » Lack of familiarity with unusual protocols
research, forensics » Missed callout procedures

* Lack of coverage for Saas/Cloud
« Limited Threat Intelligence
* Mergers

WA TENNESSEE
VALLEY
29 AUTHORITY



Upcoming TVA Cyber Webinars

 How to Build a Cyber Program - Thursday, March 31 11:00 — 12:30 PM ET
« Testing & Evaluating Cyber Posture - Thursday, June 30 11:00 — 12:30 PM ET

* Phishing Awareness Training - Thursday, September 29 11:00 — 12:30 PM ET

Contact:
Greg Jackson: ggjackson@tva.gov

Brandy Barbee: babrown1@tva.gov
Todd McCarter: temccarter@tva.gov

30
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NRECA Cyber Program

Ryan M. Newlon

Principal Cyber Security Solutions

March 1, 2022



Mission Statement and ME

* NRECA’s Cyber Program is founded on the concept of mutual assistance and
service. By strengthening the cyber defenses of one cooperative, we improve
the collective strength of all cooperatives.

* Ryan as a bullet point:

* Co-op space - 5 years going on 6 in March
* Co-Mo - 3 years as a Systems and Network Administrator for Co-Mo Connect -Tipton, Mo.
* Co-Mo - 2 years as the IT Manager of Infrastructure and Cyber Security
* NRECA — 4 months as the Principle Cyber Security Solutions (Oct 2021)

* Missouri Army National Guard
* Chief Warrant Officer 3 (255A) in the Signal Corps
* Several deployments and countless missions to help defend our country
e 20+ years in some sort of IT or Cyber capacity

NRECA

& America's Electric Cooperatives



Helping Cooperatives Improve Their Cybersecurity Posture

Representing Co-op Providing Resources
Perspective In Key » Research & Development
Industry Forums .
* Tools, Exercises, and
* Advocacy Resources
* Legal Resources » Technology Planning &
* Partnerships Roadmap
* Coordination of Efforts  Engagement and Training

€2 NRECA Pa:34



NRECA BTS Cybersecurity — Mission Statement

* NRECA’s Cyber Program is founded on the
concept of mutual assistance and service. Workforce [raining &
By strengthening the cyber defenses of one Development Exercises
cooperative, we improve the collective
strength of all cooperatives.

Education

* People: _
* Emma Stewart, Chief Scientist
* Ryan Newlon, Principal Cyber Solutions
* William Hutton, Principal Cyber Security
* Doug Lambert, Senior Principal Grid Operations
* Meredith Miller, Data Scientist
* Contractors, Incident Support, MSPs, MSSPs

Incident Advisory

Response Roles SME Engagement

NRECA

& America's Electric Cooperatives



What are we and what are we doing?

* Unique model for operational research in cybersecurity—merging the
cooperative spirit with federal research.

* Program is growing, as 1s the threat to our cooperatives.
* Delicate balance—meet you where you are vs. the large scale threat.

* Constant challenge: How to battle an enemy that 1s anonymous and invisible
to operators?

* All aspects approach—member directed, public-private partnerships
* Information sharing—Federal, state, and local level via IRMS.
* CaaS: Cyber-as-a-service
* Cyber security maturity assessments and directions to prioritize resources
* Novel business model for cyber operations

% NRECA 416/2022 36



* For US the Co-op environment
* Solving hard problems

* Consolidation of efforts

* Cybering 1s hard

* The threat 1s real

* A collective Maturity Model

& NRECA oo



Program Goals (Next five years)

Improve Harden

Response Systems Community  Education

Increased
awareness

Security Training
Incident Policies

Response Plans

Apprenticeships

Mutual Cyber
Assistance

Security

Controls

Certifications

Decrease
Detection Time Continuous

Improvement

Strengthen
external

) : Conferences
relationships

)

<@ NRECA

3 America's Electric Cooperatives



Strategic Partnerships & Outreach

Strategic Federal Partnerships Strategic Academic Partnerships
* E-ISAC (MOU) * CyberUp
* NSA (MOU) * EnergySec
* DOE * KU Innovation Park
* DOD * New Mexico State University
* DHS  University of Illinois Urbana-
Champaign

* Many more....

€0 NRECA



1. Collective defense through
distributed analysis

Coordinate with Federal
entities

Asset management
Incident response
On-call SME support

Anonymized information
sharing

N
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https://anunlimitedamountofmoney.com/how-can-the-u-s-government-and-private-enterprise-work-together-to-reinvent-cybersecurity/
https://creativecommons.org/licenses/by/3.0/

RC3 Program

Rural Cooperative Cybersecurity ¥
Ca pa bi I ities ( RC3) P rog ra m SELF ASSESSMENT— ACTION PLAN — IMPLEMENTATION

Information Sharing

T Shared Services
Hard copy

. p} Sourcing Information

Maturity

Model Web-based Build Collaboration
Facilitator's
Handbook

Reducing Risk in Cybersecurity:

Cooperatives

ey N -]
[ =
| - RC3 CYBERSECURITY SUMMIT SERIES .
: & 389 co-op
= staff
B . WELCOME! Welcome 1,262 visits
Cybersecurity toRC3
P ——— o Summit Summit
~ F webpages
: | O —
Cyber Security Risk

Summit:
WELCOME
" RC3

RC3 Cybersecurity Self-
Assessment

Hard copy & Online Versions
- :
% NRECA Used by 533 Cooperatlves This material is based upon work supported by the Department of Energy National Energy

B Technology Laboratory under Award Number DE-OE0000807.



Improve Training, Information Coordination & Access

Self Assessment & Axio partnership (licensing model)

RC3 Guidebooks - CIRP just came out

“Information Sharing” publications & Cyber security podcasts
Summits and Tabletops (TTX)

Remediations + Reports + Continual Monitoring

Operation Cooperative

Incident Response

Cyber Champions

Asset Management

O O U v N =

€0 NRECA
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Improving Incident Response

* Challenges: Approach:
* Staffing: No IT, contractor IT, dedicated * Seminars to raise awareness of
(overcommitted) IT staff existing resources (NIST)
* Awareness: None, little, or some cyber « Workshops to help co-ops develop

security knowledge

their own incident response plans
* Funding: Unfunded, partially funded, * Exercises to increase meiIiarFi)t and
fully funded erc Y

* Time: Competing priorities continually improve plans

Awareness Development Exercises

NRECA

& America's Electric Cooperatives



Cyber Champions - Conceptual

RECAP approach and ownership

One or more cyber champions
* per state
 Statewide
* per region
* G&T family

Boots on the ground advisor-Trusted and heard
Multi-directional communication

How:

We start with Identifying the who

Work with the members to figure out what this looks like

Develop what your state’s Cyber program will look like with the Cyber Champion
Opportunities related to the new Threat Analysis Center

NRECA

& America's Electric Cooperatives



Good Jobs Challenge

Problem

600,000 vacant jobs
Underserved areas
and communities

NRECA is Backbone Org
11 Sectoral Partners
* 3-year program

G)A’s American Rescue Plan Good Jobs \

Challenge aims to get Americans back to
work by building and strengthening
systems and partnerships that bring
together employers who have hiring
needs with other key entities to train
workers with in-demand skills that lead

w good-paying jobs. /

%NRECA

3 America's Electric Cooperatives

$500 mil

509 applicants
25-50 awards



https://www.grants.gov/web/grants/view-opportunity.html?oppId=334720
https://www.grants.gov/web/grants/view-opportunity.html?oppId=334720

Questions

What is NRECA Doing
Strategic Partnerships & Outreach
TAC
RC3 Program
Improving Incident Response

Cyber Champions
Good Jobs Challenge
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